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Check Point: The Largest Global Cyber Security Company

@ Global Leader — 100,000+ Customers, 88+ Countries, 6,200+ Partners
@D Over 25 years of cutting edge technologies, Industry’s most visionary player
i{f/ Innovation leadership — highest number of developers

Traded on Nasdaq since 1996 - CHKP

% 5,300+ Employees worldwide, top talent
TRUSTED BY FORTUNE 500 COMPANIES

27 Years of Recognition

Gartner Network: 19th time Security Leader in Magic Quadrant
Gartner Network: Customers’ Choice for Unified Threat Management
N@Bs Network: Highest cyber prevention score in Breach Prevention
@ = | Endpoint: Top Product Scoring: 17.5/18
ﬁ Endpoint: A leader in Endpoint Security
=[DC Mobile: Highest Mobile security value

Gartner Cloud: Dome9, a cool vendor in Cloud Security
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INTERESTING FACTS OF THIS CYBER WAR ...
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COMPROMISING MOBILE COMMUNICATIONS - TACTICS?

HACKING A MOBILE PHONE (IPHONE) - TECHNIQUES...




COMPROMISING SYSTEMS VIA EMAILS - TACTICS?

Multiple Hacker Groups Capitalizing on Ukraine Conflict for Distributing
Malware

April 04,2022 & Ravie Lakshmanan

HACKING VIA PHISHING - TECHNIQUES
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COMPROMISING ENDPOINTS - TACTICS?

Russian hackers start targeting Ukraine with Follina exploits

Despite hop
attacks incr
Ukraine con

Joe Uchill  April 5, 2022

GuidePoint Security data shows ransomi
Ukraine. Pictured: Members of territorial
Bucha, Ukraine. (Photo by Alexey Furman

By Bill Toulas
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Ukraine's Computer Emergency Response Team (CERT) is warning that the Russian hacking group
Sandworm may be exploiting Follina, a remote code execution vulnerability in Microsoft Windows
Support Diagnostic Tool (MSDT) currently tracked as CVE-2022-30190.

HACKING VIA HUMAN CURIOSITY - TECHNIQUES

PRODUCTS

SHOWS PAYL

iIsomware

choice

iding might turn out to be the

day of... a hacker's life

apienyté (© 18 June 2022

it be a boom year for weddings. Romance

also means millions of opportunities for
ruin the celebration.

B0 The curious case of Julian
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A KEY WINNER OF THE WAR IN UKRAINE IS...

CYBERSECURITY

iPhone 13 Pro Hacked: Chinese
Hackers Suddenly Break iOS
15.0.2 Security

Davey Winder Senior Contributor ¢
Co-founder, Straight Talking Cyber

including countries it considers friends.

COMPROMISING I10S DEVICES (IPHONES)?

July 6, 2022

Apple expands industry-
leading commitment to
protect users from highly
targeted mercenary spyware

Apple is previewing a groundbreaking security capability that
offers specialized additional protection to users who may be at
risk of highly targeted cyberattacks from private companies
developing state-sponsored mercenary spyware. Apple is also
providing details of its $10 million grant to bolster research
exposing such threats.



LET'S PRETEND WE WANT TO HACK INTO AN ORGANIZATION
USING: MALWARE AND PHISHING

J Office
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MY SMART GARAGE DOOR VS CYBER WARFARE?
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SHOULD | TRUST MY SMARTGARAGE DOOR?...

APPLICATION PACKAGE INFO 0os ANALYSIS DATE REPUTATION PRIVACY SECURITY TOTAL SCORE

@ com.meross.meross
w meross @ 229.0/479 Mar 16 2022, 18:35:36 68% 49% 66% 6.2

& d80bf85470270663625d7b8c86acfded25¢c677a0376a167c2t

This application is allowed to read from the device's external storage. Files that are written to the external storage are

Read External Storage Permission [ ] |
readable by all other applications.

Access Precise Location Permission This application is allowed to access the device precise location. |
access location in the background Permis: This application is allowed to access location in the background. (when not using the application) [ ] |
Wifi networks Permission This application is allowed to access information about Wi-Fi networks.

Access Approximate Location Permission This application is allowed to access the device approximate location. |
Camera Permission This application is allowed to get access to the device camera. |

This application is allowed to read the low-level system log files. Not for use by third-party applications, because Log

Read system log permission . . . . .
entries can contain the user's private information.

© Sep4,202210:08:10PM 58 *. Connection % Mg.. & gwb.. Meross_smartgarage ... [l 203.107.6.88




MY FAVORITE BUSINESS APP VS CYBER WARFARE?

CamScanner - PDF Scanner
App CS

CamSoft Information
Contains ads - In-app purchases

4.8% 100M+ €
4.11M reviews Downloads Everyone @

~ Cloud Hosting Services

u m & @ EVERNOTE
OneDrive
Fireba:

se Linkedin Google Drive Microso ft OneDrive Evernote

THE CYBER-CONFLICTS CONNECT ALL OF US...

THEVERGE  TECH - REVIEWS - SCIENCE - CREATORS -  ENTERTAINMENT -  VIDED  MORE

—_—
POLICY % POLITICS

The US has sanctioned the head of Russia's largest
social network

Viadimir Kiriyenko, a Putin ally and son of a former prime minister, came to run VK
Group dfter its founder was pushed out

.

By Corin Faife | @corintxt | Feb 26, 2022, 8:53am EST | 2 comments

“People’s Liberation Army” : How Russia Still Uses VK
To Influence Ukrainians

Although the popularity of the Russian social network VK in Ukraine has dropped, it is still being used to
promote pro-Russian, anti-Western narratives in Ukraine.



SECURITY PRACTICES TO SECURE YOUR
WORKFORCE

- AVOID DANGER
- MINIMIZE RISKS

THE GOLDEN TRIANGLE (PPT)

Processes | Technology
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PEOPLE — MINIMIZING RISKS

¢3 Bluetooth

PEOPLE — AVOIDING DANGER

Mobile devices are they keys of our digital life

Security awareness training

Maintain a balance between usability vs security




Payment will be raised on

9/8/2022 20:04:16

Time Left

Your files will be lost on

9/12/2022 20:04:16

@WanaDecry:

ptor® me Left

Contact Us

PROCESSES

The operational security
model must be integrated
into the business workflow

To identify how sensitive
data flows across systems

Qoops, your files have been encrypted!
What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for away to
recover your files, but do not waste your time. Nobody canrecover your files without

our decryption service.

Can I Recover My Files?

Sure. We guarantee that you canrecover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>,
Please check the current price of Bitcoin and buy some bitcoins, For more information,
click <How to buy bitcoins>,

/And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

Send $300 worth of bitcoin to this address:

115p7UMMngoj1pMvkpHijcRAfJNXj6LrLn
Check Payment

bitcoin

ACCEPTED HERE

8:05PM
9/5/2022
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Pay attention on new
trends such as BYOD (Bring
your own environment)
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TECHNOLOGY
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TECHNOLOGY

“Anyone who thinks that security products alone
offer true security is settling for the illusion of
security.”

— Kevin D. Mitnick




« Hackers continuously find new
ways to compromise organizations

« Pay attention to cyber security
To incidents happening overseas

summarize » )
« “In security, you are only as
secure as the weakest link.” —
Kevin D. Mitnick
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YOU DESERVE THE BEST SECURITY






